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Overview

SunGard Software Support has created this document to offer a Best Practices approach
to troubleshooting the specific issue named in the title of this document.

Scope

The procedures provided in this document are, wherever possible, not version specific. If
adocumented step varies from version to version, a special note will be displayed. The
procedures documented in this guide are meant to provide a Best Practice approach to
investigating, troubleshooting and ultimately resolving the specific issue named in the
title of this document.

Further Assistance

If you have any questions regarding this material, please contact SunGard Software
Support on the appropriate local country number or by email.

Email Address: as.softwaresupport@sungard.com.

USA: 1 (800) 478-7645

Argentina: 0800 266 4918

Brazil: 0800 891 0193

France: 08 05 54 01 82

Mexico: 01800 1233313

Netherlands: 0800 777 7710 or +31-202061408
Singapore: 1 800 622 1330 or +65-6622-1331

South Africa: 0800 981 902

United Arab Emirates: 800 0441 5520

United Kingdom: 0800 783 6244, or 0203-027-2751
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Description of Issue

A CMS/LDRPS user attempts to log on and launch LDRPS. During this process, a
problem is encountered. The problems can be displayed in avariety of formats
including:

e A solid blue/gray screen. No errors are displayed on the screen. A small graphic
anchor, in the form of an indented box, appears in the upper left corner of the
screen.

e A proxy pop-up error stating, “An issue has occurred and is preventing
communication with the application web server. If you are using a proxy server,
please verify that the application has been granted enough rights to supply proxy
credentials. Otherwise, please contact your application administrator.”

Potential Causes of Log On Issues

There are avariety of conditions that can trigger log on issues. The troubleshooting
procedures in this document start with the least complex steps, to more advanced
investigation techniques. For some of the steps, it may be necessary for an IT
Administrator to be involved.

Conditions that will potentialy cause log on problems:

An incorrect or unsupported version of Internet Explorer is being used

Too many open sessions of Internet Explorer

Too many other open sessions of CMS/LDRPS

A toolbar or other Internet Explorer add-on is preventing the display of the

application

e TheURL used to access CMS/LDRPS may need to be added to the Local Intranet
zonein Internet Explorer

e |E settings may need to be adjusted for use with CMS/LDRPS

e The URL used to access CMS/LDRPS may need to be ‘whitelisted’ by an IT
Administrator to bypass the use of a proxy server*

e ThelPranges for the SunGard Hosted environment may need to be ‘white listed’
by an IT Administrator*

* These steps are for SunGard Hosted clients only.
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Procedures for Resolution

An incorrect or unsupported version of Internet Explorer is
being used

Currently Internet Explorer 6 SP2, 7 and 8 (32 hit) are certified for use with
CMSLDRPS. Internet Explorer 9 (32 bit) is certified for use with CMS/LDRPS version
10.8 and higher.

Too many open sessions of Internet Explorer

Very ssimply, asolid blue screen preventing a successful log on to LDRPS can be
triggered if there are too many other sessions of Internet Explorer opened on the
workstation. Close any extraneous sessions, including any tabbed sessions (for Internet
Explorer 7, 8 and 9), and try logging on to CMS/LDRPS again.

Too many open sessions of CMS/LDRPS

A solid blue/gray screen may be encountered if there are multiple active sessions of
CMS/LDRPS opened on the workstation. To resolve, close any extraneous sessions of
CMS/LDRPS.

A toolbar or other Internet Explorer add-on is preventing the
display of the application

Certain Internet Explorer add-on toolbars such as MSN, Y ahoo!, and Google have their
own pop-up blocker mechanism that could interfere with CMS/LDRPS. Disable these
toolbars through the Tools drop down menu in Internet Explorer. These settings can be
reached by the following navigation: Tools - Manage Add-ons - Enable or Disable
Add-ons...

Once the add-ons have been disabled, close that session of Internet Explorer and open a
new session before attempting to logon to CMSLDRPS.

The URL used to access CMS/LDRPS may need to be added
to the Local Intranet zone in Internet Explorer

Note: Some organizations may have security in place to prevent end users from
changing the Internet Explorer settings on the workstation. Desktop Support may need to
be contacted in order to effect these changes.

Open anew session of Internet Explorer. Navigateto Tools = Internet Options >
Security (tab). Click once on the Local intranet icon to select it, and then press the Sites
button.
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Internet Options @

General | Security | Privacy | Content | Connections | Programs | Advanced

Select a zone B view or change pecurity settings.

@ ® |/ ©

Internet NEIREEEGEE [Trusted sibes Restricted
sites

‘911 This zone is for all websites that are sz
i

Found an wour inkranet,

A small window labeled L ocal intranet will open. Pressthe Advanced button on this
window.
Local intranet E3 |

.' ~ | Use the settings below ko define which websites are included in
Y. the local intranet zone.
—

¥ Butomatically detect intranet network:

I™ | Include sl lacallintraneti sites net listed|in other zanes
™| include alllsites bhat bypassithe proxy) server
I™ | Include &l metwark paths (UGS

what are inkranet settings? ~ Advanced | Ok I Cancel |

Add the appropriate URL for CMS/LDRPS (example: https://enter prise.sungard.com
or https://ondemand.sungard.com) and press the Add button. Close all the Internet
Options windows once thisis done.

Local intranet |

.' | %ou can add and remove websites From this zone, All websites in
. this zone will use the zone's security settings.
—

#dd this website to the zone:
fi

Websites:

Sdd
http: Ay LD RPS zerver Hemaye |

https: /fenterpnize. sungard. com
hitpz:/fondemand. zungard.com

[ Require server verification (htkps:) for all sites in this zane

Close |
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Once the Internet Explorer settings have been adjusted, close that session of Internet
Explorer and open a new session before attempting to log on to CMS/LDRPS.

IE settings may need to be adjusted for use with CMS/LDRPS

SunGard recommends the following options be reviewed and adjusted if needed on
workstations that will be used to access CMS/LDRPS.

These settings can be reached by the following navigation on the Internet Explorer
toolbar: Tools = Internet Options = Security (tab). Select the Local intranet zone and
then press the Custom level... button near the bottom of the window.

|
Internet Dptions

General  Security lPrivac',-' I Zonkent ! Connections i Programs i advanced |

Select & zone

o iew oF change decurity settings,

o

Inkermet

N Local intranet
. ]| This zone is for all websites that are

P
g w

Local intranet 8 TTE 1=

S

Restricted
sites

% Found on your intranet.

:ﬁ

—Security level for this zone

Sites !

Allowed levels For this zone: Al

Medium-low

- Appropriate For wehsites on yaur local netwark
{intranet)

- Most content will be rum without prompting you

- Unsigned Ackiveir controls will nob be downloaded
- 5ame as Medium level without prompts

=0 [

Custom leseel. ..

EesetiEll Fones b el bl vl

o

Cancel I

gl b
LAt

The settings are grouped by Section (.NET Framework, .NET Framework-reliant
components, etc.). Scroll through the Sections looking for the Items listed in the bel ow
table and make any appropriate changes for the workstation.

Section

Item

Recommended Setting

.NET Framework-reliant components

Run components not signed with Authenticode

Enable or Prompt

ActiveX controls and plug-ins

Download unsigned ActiveX controls

Enable or Prompt

ActiveX controls and plug-ins

Run ActiveX controls and plug-ins

Enable or Prompt

Downloads

File download

Enable or Prompt

Scripting

Active scripting

Enable or Prompt
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If you make any changes, press the OK button on the Security Settings— L ocal I ntranet
Zone dialog box, but keep the Internet Options window open for the next step.

Click on the Advanced tab of the Internet Options window. Scroll down to the Security
section (marked with a padlock icon). In this section, look for an option labeled “Do not
save encrypted pagesto disk”. This option should be unchecked.

Internet Options [ 7]
General I Security I Privacy I Content I Connections | Programs
Settings
+ Search from the Address bar ﬂ

O Do not search from the Address bar
& Just display the results in the main window
j;“_;l Security
O allow active content from CDs ko run on My Computer®
O Allow active content ta run in files an My Computer®
O allow software to run or install even if the signature is inv:
Check for publisher's certificate revocation
O <check for server certificate revocation®

Fams
[ 0o not save encrypted pages to disk

T Ermnpty Temporary Internet Files Folder when browser is cle
Enable Integrated Windows Authentication®
| Enable native XMLHTTP support | 'I
4 3

*Takes effect after you restart Internet Explarer

Restore advanced settings |

Reset Internet Explorer settings
Deletes all temparary files, disables browser Reset. .. |
add-ons, and resets all the changed settings, =

‘ou should only use this if vour browser is in an unusable state,

OF I Cancel Apply

Note: Some organizations may have security in place to prevent end users from
changing the Internet Explorer settings on the workstation. Desktop Support may need to
be contacted in order to effect these changes.

Once the Internet Explorer settings have been adjusted, close that session of Internet
Explorer and open a new session before attempting to logon to CMS/LDRPS.
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Additional Settings for Windows 7 Users

Some users running Windows 7 have reported receiving a message which states:

The .NET Framework version 2.0 is not installed on your machine. You must
install the .NET Framework version 2.0 to be able to run this application. The
.NET Framework version 2.0 is available for download at Microsoft's website
here.

To correct, you will need to add the CMSLDRPS URL to thelist of Compatibility View
Settingsin Internet Explorer.

These settings can be reached by the following navigation on the Internet Explorer
toolbar: Tools - Compatibility View Settings.

e I

| Drefete Browsing History.. Ctri=5hift= el

clien Problems

Recpen Last Browsing Session

enng
Pop-up Blacker L
SmartScreen Filter [
Manage Add-ons

I Compatibility View Settings

Windows Update
Developer Tooks Fi2

Onefdote Linked Notes
Send to OneMote

Internet Opticns
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On the Compatability View Settings pop-up window, enter in the appropriate URL
(example: https://enter prise.sungard.com) in the “Add thiswebsite” field and press the
Add button.

You will seethe URL listed as “sungard.com”. Close out of thiswindow and all close
Internet Explorer sessions.

| Compatibility View Settings = &

l/_\,\l You can add and remove websites to be displayed in
a) Compatibility View.

Add thiz website:

Websites you've added to Compatibility View:

my=sungardcms. com Remove

sungard.com

[#] tndude updated website lists from Microsoft
[¥] Display intranet sites in Compatibility View
[| Display all websites in Compatibility View

Cloze

Launch anew session of Internet Explorer and attempt to log into CMS.

10
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Advanced Troubleshooting

The following steps should be considered if none of the previous troubleshooting steps
resolved the log on issue. Please ensure that every suggestion appearing previously in
this document has been tried before undertaking these procedures.

Download and run the Browser Config Utility

SunGard provides asmall utility called the Browser Config Utility that can be used to
troubleshoot logon issues such as the Blue Screen issue or Proxy Credential pop-up
errors. In brief, the Browser Config Utility creates a Code Group on the workstation that
provides Web Permission rights to the specified CMS/LDRPS website. For more
information about the Browser Config Utility please see the LDRPS 10 Client
Environment guide available for download from SunGard' s Software Support website.

To obtain the Browser Config Utility, please log on to SunGard’ s Software Support
website at https://www.mysungardcms.com and perform the following navigation:

1) Mouse over the Support drop-down menu and select Downloads

2) Sdect Utilities under Downloads on the left side of the web site window
3) Click the Browser Config Utility hyperlink from the Utilities table

4) Click the hyperlink to download thefile

5) Savethefileto aconvenient location on your workstation

Run the Browser Config Utility. Inthefield at the top of the utility, enter the site name
based on the URL you use to access CM SLDRPS and press the Add button.

% SunGard CMS Browser Configuration

SunGard CMS Site Name

The SunGard CMS site name iz the part of the URL between the protocal and the path.

URL

hittp: £ v SuniG ard. cornd
Site Mame

vy, S unlG ard.com

URL

http: £ Awww. SuniG ard. corm BOB0CHS
Site Mame

v, S unlG ard.com

Add

See below for examples of the information to enter in the SunGard CM S Site Name field.

If theURL for CMS/LDRPSis... Then enter this...
https.//enterprise.sungard.con... enterprise.sungard.com
https://ondemand.sungard.conv... ondemand.sungard.com
http://fileserver01/sungard.cms/cms/default.aspx fileserver01l
https://ondemanduk.sungardcms.com ondemanduk.sungardcms.com

11
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Close the Browser Config Utility once the Site Name has been added, close all sessions
of Internet Explorer and open anew session before attempting to logon to CMS/LDRPS.

Run the Caspol Statement

In some instances, when the configuration settings mentioned above do not work, some
users have found success in running the Caspol Statement.

To run this, go to Start > Run > enter ‘cmd’ > the Command Prompt window will open.
Here you will manually enter the following (copy and pasting will not work):

% windir%\M icrosoft. NET\Framewor k\v2.0.50727\caspol -quiet -machine -addgroup 1 -site
sitenameher e Everything -name LDRPS_10 -pp off

Where ‘sitenamehere’ islocated in the statement, enter your CMS/LDRPS URL but do not
include the *https.//’ (example: enterprise.sungard.com).

Bl Administrator: ChWindowshsystem32\cmd.exe BBl = B

IC=*“Windows“Microsoft .NET“Framework-v2 . B.58727>caspol —quiet —machine —addgroup 1
—zite enterprisze.sungard.com Everything —name LDRPS_18 -pp off I
Microsoft (R> .NET Framework CasPol 2.8.58727.4927

opyright <c? Microsoft Corporation. All rights reserved.

fidded wnion code group with “—site" membership condition to the Machine level.
UCCESS

T T ST T g T g g T o ™

‘White List’ URL to bypass Proxy Server

An IT Administrator may need to allow or ‘white list’ the CMS/LDRPS URL. This
would need to be done primarily by organizations using a proxy server if the Browser
Config Utility does not resol ve the problem.

‘White List’ IP Ranges to bypass Proxy Server

In someinstances, an IT Administrator may need to specify the IP ranges for the
SunGard Hosted environment. Below are the IP Network Ranges and the Trandated IP
Addresses that need to be allowed.

If Hosted by SunGard US Hosting Facility If Hosted by SunGard UK Hosting Facility

IP Network Ranges Trandated |P Addresses IP Network Ranges Translated IP Addresses
216.203.12.240/28 216.203.12.240 - 216.203.12.254 213.212.97.16/28 213.212.97.16 - 213.212.97.30
67.202.239.192/27 67.202.239.192 - 67.202.239.222 213.212.125.64/28 213.212.125.64 — 213.212.125.78
67.202.195.240/28 67.202.195.240 - 67.202.195.254
67.202.230.192/27 67.202.230.192 - 67.202.230.222
67.20.174.0/27 67.20.174.1 - 67.20.174.30
67.20.163.208/28 67.20.163.209 - 67.20.163.222

If you have any questions regarding this material please contact SunGard Software
Support, details can be found under the Further Assistance section on Page 3
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